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Getting Started

Windows 10 configuration tends to “drift” away
from stability over time with continuous updates

This can cause subtle problems for apps — problems
you may not notice until something won't start

It may seem like a problem with the app, but it is not
— it is a problem with Windows!

Fixing these problems requires a command line
interface — there is no other way to get this done
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Fixing Windows

We have to run two apps from the Windows command line:

a) dism checks Windoze Update to make sure everything
Is correct (so it needs a network connection)

b) sfc uses the files maintained by dism to fix
configuration issues in the running system

These both require Administrator Privileges

B Windows PowerShell

Windows PowerShell
Copyright <5 MHicrosoft Corporation. ALl rightsz wreserved.

Try the new cross—platform PowerShell https: saka.ms pscoreb

PS C:sllserssLEnovo? Dizsm #DOnline ACleanup-Image ARestorelealth

Error: 748

Elevated permizsions are reguired to run DISH.
Use an &levated command prompt to complete thesze tasks.
PS8 CisllgserssxLEnovo
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» Start Menu

» Windows System

» Command Prompt
» Right Click -> More
» Run as Administrator




Getting Started: 1) Windows system

Be Patient: these will take a few minutes, but let each
command finish to 100%.
There may be some pauses in progress, this is nhormal.

dism /Online /Cleanup-Image /RestoreHealth
wait for dism to finish before running sfc
sfc /scannow

if sfc reports that it fixed errors, run it again
(it can take up to 3 runs to make it happy)

when sfc reports no errors, shut down and restart
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Run as Administrator
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BIOS
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« The Basic Input Output System (BIOS) is code on a
chip on the system motherboard.

* When the system is powered on the BIOS is the first
software that runs. It identifies the hardware, configures
it, tests it, and connects it to the operating system for
further instruction.

— This is called the boot process.

[Video] what is bios
https://support.lenovo.com/videos/VID100790
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BIOS Settings

« Entering the BIOS setup utility allows you to
change the boot process order as well as a variety
of CPU settings.

» Unified Extensible Firmware Interface (UEFI) is
similar to BIOS, but has some advantages.

— It can boot from USB disks, has a graphical
user interface with network capability, and is
backward and forward compatible.

* Over time, UEFI is expected to replace direct
access to the BIOS.
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Getting Started: 2) Virtualization Enabled?

« Hardware support for virtualization (Intel VT-x or
AMD-v) is always required to run 64bit VMs, and
any VM that uses more than one CPU core.

— Virtualbox versions 5 and 6.0 (July 2020) can run 32-bit
VMs with software virtualization on almost all hosts (no
VT-x or AMD-V setting in the BIOS is required)

— MyTyVM is one of the last 32-bit single-core VM Guest
operating systems

Start Menu - Windows Admin Tools - System Info
- at the bottom

» Hyper-V - Virtualization Enabled in Firmware: Yes
» Ready to go
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Getting Started: 2) Virtualization Enabled?

Start Menu - Windows Admin Tools - System Info
at the bottom
» Hyper-V - Virtualization Enabled in Firmware: No

* You need to enable hardware support for
virtualization in the host system BIOS.

* Note your exact system model, then check how to
get into the BIOS settings at boot time.

* Once you get there you need to track down the
setting, which is buried in a menu

— There are examples at the end of this document
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Getting Started: 3) Install Virtualbox

VirtualBox 6.1.20 (released 20 April 2021)

— VMM: Fixed guest OS hanging under certain
circumstances when Hyper-V is present

The current version is recommended for download
« Comes in two parts because of copyright

» Platform Pack (main application) (Required)

= Extension Pack (licensed) (Optional)

BE SURE to
Right-Click and Run As Administrator
when you install

Virtualbox works best from the default location — C:\Program Files
(You can put the VMs anywhere)
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Getting Started: 4) Create a VM

Download the Base.iso from http://my-tiny.net
and follow the pdf or the video

Virtualbox 6 has a slightly different icon layout than the
version 5 interface in the videos, but it is not a problem.

B Goac Version 5

i gk P - (e i -
Mew  Settngs e Start Took  Gobal Tooks
@ Ooscie Wit Version 6
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Where to put the VMs -
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File > Preferences

P Vatelies  FiE ' % |« You can store your VMs

8 Genersl || General | anywhere by setting the

&P Input " Defauit Machine Folder: | | D:Whnovtx i V-| Default Machine Folder
@ Update YROP Authentication Library: | YBoxAuth V| i

i « But Remember: Windoze
may change drive letters
for removable drives

oK Cancel

Exit Virtualbox after [ OK ] to be certain the setting is properly saved

System & Network Administration



TinyNet: linux 2.6/3x/4x/ (32-bit) ' "5"

AP U

ASIA PACIFIC UNIVERSITY
OF TECHNOLOGY & INNOVATION

 When creating a VM, make

R | Iir" |t
sure you choose the proper e ——
VerSIOn Of the gueSt OS | Namean.daper.ating system .
template oo i

[ type of operating system you intend to install on it. The name you choose will
. | be uzad throughout VrtualBox to identify thes macdhine.
« Choosing the correct template e e =
allows virtualbox to select the | verson: [lmaxze 3w/ ax G200 "7.

correct settings for other |
processor features - it's |
not just about 64bit capability | (Eomtode] (s ] [ concd |

any more. L J

System & Network Administration



N

If the VM freezes, Disable Hyper-V -’
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¥
7] \x:v“ 't <N
LJUU Tools l‘-w-‘? ‘\U.f l_i/ ¥
| _New Settings Show A
. [ ToClone [Running] - Oracle VM VirtualBox = (] X =] preview
_a;:Q; L B File Machine View Input Devices Help

There are Certaln ........................................................

early console in extract_kernel

Combinations Of input_data: 0x01852104

input_len: Ox004bf875
output: Ox01000000

Win1o VerSionS output_len: OxO00c4?7ddO

kernel_total_size: Ox004dZ2e000

and processors Physical KASLR using ROTSC...

(especia”y |nte| gzﬁir?ﬁ;e:ls:;ngeili]?ll%... Parsing ELF... Performing relocations...
CPUs) where
Hyper-V and
Win10 "features"
that depend on it

must be disabled v
before gu est Device Fiters: 0.0 active)

[C] shared folders

systems can run.

‘\;é,‘ Description

@) i [#Right ctrl |

None
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v “ 4 [ > Control Panel »

Control Panel Home

View installed updates

All Control Panel ltems * Programs and Features

5‘5_1 Windows Features

E;‘ Turn Windows features on or
off

Some of these
are not visible
in Windows 10
Home Edition,
which means
they are Off
already

Recommended:
full Shutdown
restart after
changing the
Hyper-v settings
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Turn Windows features on or off

MNET Framework 3.5 {includes NET 2.0 and 3.0)

l&]

NET Framework 4.8 Advanced Services
Active Directory Lightweight Directory Services

EH

8 S R S L A N S A N S A A LIRS A I A A AL IR

Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-¥

Internet Explorer 11

Internet Information Services

]

i

(2]

Internet Information Services Hostable Web Core

=

Legacy Components

Media Features

Microsoft Defender Application Guard
Microsoft Message Queue (MSMQ] Server
Microsoft Print to PDF

Microsoft XP5 Docurment Writer
MultiPoint Connector

(3]

B =

Print and Document Services

Remaote Differential Compression APl Support
Services for NFS

Simple TCPIP services (i.e. echo, daytime etc)
SMEB 1.0/CIFS File Sharing Support

SMB Direct

Telnet Client

TFTP Client

Virtual Machine Platform _
Windows Hypervisor Platferm

Windows ldentity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service

&

[+

B =

Windows Projected File Systemn
Windows Sandbox

Windows Subsystem for Linux _
Windows TIFF IFilter

Work Folders Client

|

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on,

I Ord

br Repair.

r Corp.

Cancel

A

'
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> Start menu
» Windows Sytem
> Control Panel

» Programs and
Features

> Turn Features
on or off

ALL Hyper-V
settings OFF



Caution!

Running VMs on a laptop:

Check your power settings — close lid, low battery, etc.
Never Hibernate, only Sleep

("Hibernate” suspends too many host processes, and
your VM will get corrupted — “Sleep” works well enough)

(or ... just make sure you ALWAYS poweroff the VM)
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Logging Iin -
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The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to captwrethe (%) )

Some useful commands:
mc c... to view - edit - copy — move - delete files
htop .... to check process and memory use
df -h .... to check free disk space i H
links «... browser (press [esc] for the menu) Click t.hIS
mytyip ... for the name and IP address of this system Square icon
poweroff for system shutdown or reboot for system restart .
to get rid of

To open a new login screen, use [Alt] F1 to [Alt] Fb6 these bars

Edit setcrsissue.mytyvm to stop advertising the root password!?

To get started, login as root with password toor, both lowercase

mytyvm.net-v.tinynet . edu
10.9.2.15 24 (ethB)

mytyvm login:

BOh&FS

System & Network Administration



b "J

n!L‘Ln 2




Keep pressing the key 2 times per second z‘
until the BIOS Menu is displayed @'

AP U

fiuard Modular BIOS wb.00PG, fAn Energy Star Ally ASIA PAGIEIC UNIVERSITY
Copyright (C) 1984-2007, Award Softuware, Inc.
Intel P35 BIOS for P35C-DS3R F2o in g

Memoru Buns at Dual Chamnel Interleaved

Normally the key to
access the BIOS will
be clearly displayed

at bootup time

------

:XpressRecoveryZ <F12>:Boot Menu <End>:Qf lash
C-00

ThinkPad

To interrupt normal startup. press Enter or tap here

F2 Setup
F12 Boot Options
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BIOS Setup Utility o Startup Interrupt Menu

Press one of the following keys to continue 4
ACKARD COMPUTER : ESC to resume normal startup
aLe— Storage Er= A e "~ F1 to enter the BIOS Setup Utility
Setup Password F10 to diagnose bhardware -
Power-0n Passward . Fl11 to recover your system -
Password Options F12 to choose a temporary startup device .
Device Secority
USB Security to pauae ... .
slot Security Press ENTER | i
Network Boot : L = ¥
System IDs i 3
Main onfig Date : 3 < p Rests
Haster Boot Record b?-:ul']t!'
| LUEF] BIO8 Verzion HZIETIIW
UEFI BIOE Date (Year-Manth-Day) 201 8-02-28
Embedded Contraller Versian HZIETIIW
ME Firmware Version AR
| Machine Type Modal 2007
Syetem-nit sevial fumber PFi22
System board serial mamber WK EE123
Azset Tag Mo Azzed Infarmation
— = cFl Type Int=I(R) Cored TH} in-xx00l CRLU
‘.|L.lu|1 .Pﬂs:m'lllrl.!- CPU Speed 2 x00GHE
Power-dn Password | e e
3 System Security nsta mEmary xuxx MB
o eXibi0dc-36a8-11b2-aBEc-1
. . MAC Address (Internal LAN) B4 WK TE XX 37 XX
i |AtaRracuklon. Rreveat.lin UEF! Secure Boot On
i tion Technalogy (VTx) Disabled Az Yeu

THETTRT VT Disatined

Flf=Accept, ESC=Cancal

HMaster Boot Record Security

System Security

Menus and keys are different
for every make and model

Name and Iocatlon Of Fi Help %] SelectHem af Change Values Fa Setup Defaults
Virtualization Settings is different |
for every make and model
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The option should be
called something like

Virtualization Intel (® Uirtualization Technology  [Enabled]
Intel VT-x '
AMD V

Secure Virtual Mode
SVM Mode

O O O O O

The option is usually in
o Security

o Configuration

o Advanced

Setup Confirmation

Save configuration changes and exit nouw?

Y esl [Nol
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fAdvanced Processor Configuration

Item Specific Help

CPU Mismatch Detection: [Enabled]
Core Multi-Processing: [Enabled]
Processor Power Management: [Disabled]

. fEnabcd)
Execute Disable Bit: [Enabled]
Ad jacent Cache Line Prefetch: [Disabled]l
Harduware Prefetch: [Disabled]
Direct Cache Access [Disabled]
Set Max Ext CPUID = 3 [Disabled]

When enabled, a UH
(Virtual Machine
Monitor) can utilize

the additional harduare

capabilities provided
by Vanderpool
Technology.

If this option is
changed, a Power Off-On
sequence will be
applied on the next
boot.

Setup Confirmation

Save configuration changes and exit now?

Iy esl Nol
S APKARD
Fower Advanced
Setup Fassword
Fower-0n Password
Device :
LIZE Se
Slot S ata = D BE O O len
MNetwor 2 atio z 010% Lot
Sustemn i C ) Dled
aster
Mast . : S
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BIOS

1A lDl'l: 3-5-3.1

SETUP UTILITY

AMD Athlon(tm) II X4 640 Processor
Revision: C3

Cache L1: S512KB

Cache L2: 204BKB
Cache L3: N/n

Speed : JOOOMHz.

HT Frequency : 1000HH=
fible to Change Freq. : Yes
uCode Patch Level : 0x10

RIS | Disab

Enabled

Options = —
led

\he Select S

GART Error Reporting
Hicrocode Updation

Cool'n'Quiet

[Disabled] .-
[Enabled] F1

p——
[Enabled] ESC

T Select 1
Change D
General |
F10 Save and
Exit

CHMOS Setup Uti
]

Internal Graphics Mode

x UMA Frame Buffer Size

¥ Surround UView

x Onboard UGA output connec
Init Display First
Uirtualization
AMD KB Cool&Quiet control
Hard Disk Boot Priority
First Boot Device
Second Boot Device
Third Boot Device
Password Check
HDD S.M.A.R.T. Capability
Away Mode
Backup BIOS Image to HDD

"Virtual Directed |/O"
is a different thing,

dvanced BIOS Features

[Disabled]
1Z28HB
Disabled

t D-SUB-DUI]

[PEG]

[Enabled]

[Auto]

[Press Enterl

[Hard Disk]

[USB-HDD1]

[CDROM]

[Setupl

[Enabled]

[Disabled]

[Enabled]

(Intel VT-d/AMD-Vi)
the default is OK



Virtualization

» "
forf) 3 V.Y
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This field specifies whether a Uirtual Machine Ffonitor (UM} cam utilize

OF TECHNOLOGY & INNOVATION
the additional hardware capabilities provided by Intel(R) Virtualization
Multiple CPU Core Technology.

SpeedSte

Off = Disable Virtualization Technology
UT for Direct 140 On = Enable Virtualization Technology
Trusted Execution

Limit CPUID Value The factory default setting is ore
Security e CPU Configuration »
Power Management

Maintenance
Service Tag
SERR Message
Load Defaults
Event Log

=3

Advanced

CPU Ratio
ImageServer
POST Behavior

Intel Adaptive Thermal Monitor

Hyper-threading

Active Processor Cores Disabled

Enabled

Limit CPUID Maximum
Press Left/Right arrous to change setting Execute Disable Bit
Press Enter when done nodifying this field
Press Esc to cancel m‘ifim‘iﬂ'ﬂ Intel Virtualization Technology Enabled

Enhanced Intel SpeedStep Technology

System h3
e ._5_15_:'_% Periph erals Chipset Fi2: Frint Screen

CPU Clock Ratio
CPU Frequency Aukto
3. 20GH:
Cﬂrt Pﬂrfﬂrm.“:' Bn'ﬁ‘l’

AMD Cool&Quiet function i

Enabled
Disabled

Auto Setup Confirmation

= Auko
SVM Made [ ) II
Disabled ¥ esil [Nol
Enabled

Save configuration changes and exit nouw?
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Getting Started: BIOS Settings

BIOS Settings

« A full restart from power off is best after
saving BIOS changes

* Just rebooting or resuming may not do the job.

Setup Confirmation

Save configuration changes and exit now?

es| [Nol
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Access the BIOS from Windows

| Find a setting

Devices

g System

Display, sound, notifications Bluetooth, printers, mouse

power

Network & Internet Personalisation

WiFi, flight mode, VPN

Background, lock screen
colours

Accounts $ Time & Language

Your accounts_email, sync,

work, family

Speech, region, date

('17. Ease of Access p Search
e Narratar, magnifier, high Find my files, permissions
contrast

Ty Update & Security
R~ Windows Update, recovery,
backup

Lots of people describe
this process but forget to
mention that UEFI is a
BIOS setting
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Phone

Link your Android, iPhone

Apps
Uninstall, defaults, optional
features

Gaming
Kbox Game Bar, captures, Game
Maode

> Start menu
> Settings

€ Settings
0% UPDATE & SECURITY
Windows Update

Windows Defender

Backup

Recovery

Activation

For developers

Find a setting

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Windows.

Get started

Advanced startup

Start up from a device or disc {such as a USB drive or VD), change
your PC's firmware settings, change Windows startup settings, or
restore Windows from a system image. This will restart your PC,

Restart now




Access the BIOS from Windows

Choose an option AP ACES TRy

J Tun off your PC
The UEFI option is not there unless
UEFI is already Enabled in the BIOS

Use a device

L 3 LISE drive, network connection,
_ o Windows recovery DVD

Troubleshoot

Advanced options

Reset your PC Command Prompt

| you want to remave all of your fles.
g YOucan reset your FC completely

=) |
The final e S —
1 Advanced options ystem Image o hilh | Firmware
reboot puts e ?L Recovery VL Settings
you into the e [ R F»bmﬂmmm
BIOS Setup 3 e
Utility i oo | B oo on

{Use the Command Prompt for
advanced troubleshooting

¥
ub

| Startup Settings
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